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MEMORANDUM FOR SEE DISTRIBUTION

SUBJECT: Common Access Card (CAC)/Public Key Infrastructure (PK1) Guidance for the Use
of Digital Signature and Encryption

1. References:

a. Draft Department of Defense Instruction (DoDI) 8520.aa, ASD (NI1), Jul 03, subject: PKI
and Public Key (PK)-Enabling.

b. Memorandum, NETCOM, NETC-EST-A, 2 Sep 03, subject: Army PKI Usage Guidance
for Encryption and Digital Signing of E-mail Messages.

¢. Memorandum, NETCOM, NETC-EST-A, 3 Jul 03, subject: CAC/PKI Implementation.

2. In anticipation of the release of DoDI 8520.aa (1a, above), the Department of the Army has
eliminated the mandate requiring digital signature for all e-mail exchanged within the DoD and
has issued revised PKI Usage Guidance (1b, above). The revised policy supersedes the Joint
CAC/PKI Memorandum (1c, above), aswell as al previous DoD policy mandating the
wholesale use of digital signatures. In accordance with 1a and 1b, above, this memorandum
provides AMC guidance on the use of CAC to digitally sign and/or encrypt e-mail messages.

3. A digital signature provides signer authentication, message integrity and non-repudiation.
E-mail encryption insures confidentiality of information whileit isin transit. Per 1b, above,
digital signatures should be used whenever e-mail is considered official business and/or Sensitive
Information. In accordance with 1b, above, e mail aso should be encrypted when it is necessary
to ensure the confidentiality of information that is sensitive but unclassified; protected by the
Privacy Act, or protected under the Health Insurance Portability and Accountability Act
(HIPAA). Genera Officers and Senior Executive Service personnel are not specifically
addressed in the new PKI Usage Guidance. Their requirements remain unchanged. Additional
instruction for sending, receiving, and retaining digitally signed and/or encrypted e-mail is
provided in 1b, above and is found at the Secure Electronic Transactions — Devices CAC/PKI
website (https://setdweb.setd.army.mil).
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4. At the discretion of their Commander, each MSC/SRA CIO is encouraged to provide more
specific guidance regarding the types of data requiring the use of digital signature and encryption
for e-mail. Additional guidance should be provided to AMCIO/G-6 for record.

5. The points of contact for this action are Mr. Edison Lewark, AMCIO-P, DSN 656-8824 or
(703) 806-8824, john.lewark@us.army.mil, and Ms. Wendy Sefert, AMCIO-P, DSN 656-8660
or (703) 806-8660, wendy.k.sefert@us.army.mil.

FOR THE COMMANDER:
/Isigned//

JAMES D. BUCKNER

Chief Information Officer/G-6
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